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Abstract
The objectives of concealed data aggregation are to provide end-to-end privacy and en route aggregation
of reverse multicast traffic in wireless sensor networks. Privacy homomorphism has been used for realizing
these objectives together. Although privacy homomorphism achieves the conflicting objectives, such as
privacy and data aggregation, it negatively affects other security objectives such as integrity and freshness.
Privacy homomorphism that protects sensor readings from passive adversaries makes them susceptible to
active adversaries whose aim is to modify or inject malicious data packets in the network. In this article, we
present a comprehensive survey of the state-of-the-art concealed data aggregation protocols in wireless sensor
networks. We investigate the need for en route aggregation, encrypted data processing, en route and endto-end integrity verification, and replay protection. We discuss the challenges and their proposed solutions
for achieving the conflicting goals such as in-network aggregation, privacy, integrity, and replay protection.
We comparatively evaluate the performance of concealed data aggregation protocols for measuring their
respective strengths and weaknesses. In addition, we provide a detailed insight into the open research issues
in concealed data aggregation and conclude with possible future research directions.
Keywords: Wireless Sensor Networks, Secure Data Aggregation, Privacy Homomorphism, Privacy,
Integrity, Replay Protection

1. Introduction
Advances in Micro-Electro-Mechanical Systems
(MEMS) technology have facilitated the development of tiny sensor devices. These sensor devices
have escalating capabilities to perform sensing, processing, and transmission [1, 2]. The multitude of
these devices can collaborate to form a network,
commonly referred to as the Wireless Sensor Network (WSN) [1–5]. WSNs support a wide variety of
applications in military and civilian environments
such as battlefield surveillance, traffic regulation,
home automation, environment & health care monitoring, and wildfire detection [3, 4, 6, 7]. One
of the characteristic features that separate WSNs
from the ad hoc networks is the scarce resources
[4]. The tiny sensor devices are equipped with very
∗ Corresponding

author
Email addresses: keyur.mtech@gmail.com (Keyur
Parmar), dcjinwala@acm.org (Devesh C. Jinwala)
Preprint submitted to Journal of Computer Networks

limited resources such as memory, processor, bandwidth, and energy [8, 9]. Amongst these resources,
non-replenishable energy has a direct impact on the
longevity of WSNs. Therefore, there exists a need
to reduce the energy consumption in WSNs. In
WSNs, as shown by Hill et al. [10], transmission of
a single bit over a meter range consumes the same
amount of energy as required to execute a thousand
CPU instructions. As the radio frequency (RF) operations consume far more energy than the CPU instructions, there exists a need to reduce the communication traffic for increasing the lifetime of WSNs.
Although mechanisms, such as radio scheduling,
control packet elimination, and topology control,
help in reducing the energy consumption, one of
the widely acknowledged approaches for reducing
the energy consumption is in-network data aggregation [11–14]. In-network data aggregation performs
en route aggregation of reverse multicast traffic in
data-centric networks such as WSNs.
Although in-network data aggregation reduces
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the redundant communication traffic, it is vulnerable to a wide range of attacks [15, 16]. Adversaries
can compromise leaf/intermediate nodes and access
the information stored therein. The compromised
intermediate (aggregator) nodes can detriment the
quality and accuracy of aggregated sensor readings.
In addition, the lack of physical protection makes
sensor nodes vulnerable to a wide variety of attacks
[17–21]. The objective of secure data aggregation
protocols [15, 16, 22–27, 27–34, 34–62] is to combine
security and data aggregation together. Initial secure data aggregation protocols [15, 16, 23–27] tend
to provide security in a hop-by-hop manner, where
encryption and decryption operations are carried
out at intermediate hops. However, in hop-by-hop
secure data aggregation, sensor readings become
vulnerable due to adversaries that have access to
the compromised intermediate nodes. Therefore,
the need to protect the privacy of sensor readings
at intermediate nodes becomes imperative.
End-to-end secure data aggregation, also known
as concealed data aggregation (CDA), achieves endto-end privacy of reverse multicast traffic in WSNs
[27, 28]. In the CDA protocols [27–44, 46, 47, 50–
63], data once encrypted can only be decrypted at
the base station. In addition, the CDA protocols
support in-network data aggregation at intermediate nodes. Privacy homomorphism, introduced by
Rivest et al. [64], enables the processing of encrypted data without decrypting them at intermediate nodes. Therefore, encrypted data processing
help in protecting the privacy of sensor readings at
(compromised) intermediate nodes. In addition, encrypted data processing not only reduces the security vulnerabilities but also reduces the extra computation overhead associated with the decryption
and re-encryption of sensor readings.
Although privacy homomorphism protects sensor
readings against passive adversaries, it makes them
susceptible to active adversaries. Privacy homomorphism, used for protecting the privacy of sensor readings, is inherently malleable [65, 66]. Active
adversaries can use the malleability property of privacy homomorphism for modifying or injecting malicious data in the network. Hence, the need to preserve the integrity of sensor readings and the need
to ensure the freshness of sensor readings become
imperative. The conventional security mechanisms
assume that encrypted data are not supposed to
be altered en route. However, in data-centric networks, the data are expected to be altered at intermediate nodes. Therefore, existing security mecha-

nisms used for protecting the integrity of data are
not viable in data-centric networks [59]. In addition, data freshness becomes another vital security
objective for the CDA protocols. Data freshness
has an immense impact on the accuracy of collected
sensor readings. The conventional security mechanisms used to ensure the end-to-end data freshness
are not viable in data-centric networks where the
data are aggregated en route. In addition, the omnipresent threat of node capture attacks makes data
freshness a vital security objective.
The comprehensive taxonomy of secure innetwork data aggregation in WSNs is presented in
Fig. 1. As shown in Fig. 1, there exist survey papers that discuss an overview of WSNs [3, 5], innetwork data aggregation in WSNs [13, 14], and
security issues in WSNs [19, 21]. In addition, there
exist a few survey papers [24, 26, 27, 31, 47] that
analyze secure data aggregation protocols in WSNs.
Alzaid et al. [26] present a comprehensive survey
of the hop-by-hop secure data aggregation protocols in WSNs. The surveys presented by Sang et
al. [24] and Ozdemir et al. [27] analyze the hop-byhop and end-to-end secure data aggregation protocols of WSNs. In addition, Mykletun et al. [31]
and Peter et al. [47] provide a comprehensive analysis of asymmetric-key based privacy homomorphism techniques in WSNs. However, these surveys
only consider homomorphic encryption techniques
used for privacy protection in concealed data aggregation protocols. Therefore, there is a need to
survey the state-of-the-art privacy preserving concealed data aggregation protocols along with the
integrity and freshness preserving concealed data
aggregation protocols of WSNs. As per our knowledge, this is the first survey that exclusively explores the state-of-the-art concealed data aggregation protocols in WSNs.
In this article, we investigate the impact of innetwork data aggregation on vital security objectives such as confidentiality, privacy, integrity (message authentication), and freshness. We explore
privacy homomorphism [64] and its variants such
as homomorphic encryption [30, 42, 66–73], homomorphic hash functions [74, 75], homomorphic message authentication codes (MACs) [76, 77], and homomorphic digital signatures [78, 79]. We classify
the CDA protocols based on their homomorphic
features and provide an in-depth analysis of their
strengths and weaknesses. We comparatively evaluate the performance of secure data aggregation protocols based on their respective security features.
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Fig. 1. The Taxonomy of Secure In-network Data Aggregation in Wireless Sensor Networks

The security strengths of the CDA protocols have
been analyzed to recommend the security protocols
that suits the requirements of sensor networks’ applications. To the best of our knowledge, this is
the first survey that exclusively explores the CDA
protocols in WSNs. In addition, we recommend
open research issues and future research directions
to help in understanding the unique security challenges of data-centric networks along with the challenges that are imposed by constrained resources.

cuss the state-of-the-art CDA protocols that aimed
at achieving the privacy of sensor readings. In Section 7, we discuss the state-of-the-art CDA protocols that incorporate integrity protection and replay
protection along with the privacy protection at intermediate nodes. We comparatively evaluate the
security strength of the CDA protocols in Section
8. In Section 9, we discuss the open research issues
and provide future research directions. Section 10
concludes the article by emphasizing our contributions.

The organization of the rest of this article is as
follows. Section 2 discusses in-network data aggregation and its impact on WSNs. In Section 3, we
presents the security issues in WSNs. In addition,
we present the impact of in-network data aggregation on the well-known security requirements. Section 4 explores different secure data aggregation
protocols, namely, hop-by-hop secure data aggregation protocols and end-to-end secure data aggregation protocols. Section 5 describes the privacy
homomorphism and its variants used for achieving
different security objectives. In Section 6, we dis-

2. In-network data aggregation
Perrig et al. [80] implemented the RC5 cryptosystem and CBC MAC algorithm for analyzing
the energy consumption incurred by computation
and communication operations. As shown in Fig. 2,
transmission of sensor readings is one of the most
energy consuming operations in WSNs. The energy consumed by the CPU instructions is negligible compared to the energy consumed by the RF
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In-network data aggregation involves three vital ingredients, viz., routing protocols, aggregation
functions, and data representation techniques [14].
Based on routing protocols, in-network data aggregation can be classified as follows: (1) tree based
data aggregation [81, 82] (2) cluster-based data aggregation [83, 84] (3) hybrid data aggregation [85].
In addition to in-network data aggregation, there
exist many in-network processing techniques, such
as data fusion, data elimination, data filtering, and
data compression, that reduces the communication
overhead. However, the focus of this article is exclusively on in-network data aggregation.
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Fig. 2. Energy Consumptions in Wireless Sensor Networks [80]

2.1. Impact of in-network data aggregation on
WSNs

operations. Therefore, in-network data aggregation
have been employed to reduce the redundant communication traffic and to conserve the limited bandwidth and energy [11–13].
Fasolo et al. [14] define in-network data aggregation as, “the global process of gathering and routing information through a multi-hop network, processing data at intermediate nodes with the objective of reducing resource consumption (in particular
energy), thereby increasing network lifetime.” As
shown in Fig. 3 (A), the communication overhead
increases when the data packets move upward in
the hierarchy. The transmission of redundant sensor readings can impose an enormous communication overhead on the sensor nodes close to the base
station. As shown in Fig. 3 (A), the convergecast
communication creates an energy imbalance among
nodes at different levels in the hierarchy. Due to
energy imbalance, nodes closer to the base station
have a shorter lifespan compared to the leaf nodes.
However, as shown in Fig. 3 (B), if the data are
aggregated en route, the communication traffic at
intermediate (aggregator) nodes reduces drastically.

Although in-network data aggregation helps in
reducing the communication overhead, it adversely
affects other performance metrics such as latency,
accuracy, and security [86]. In this section, we discuss the impact of in-network data aggregation on
vital performance metrics. In addition, the impact
of in-network data aggregation on the essential security requirements will be discussed in Section 3.2.
2.1.1. Network lifetime
In-network data aggregation has a direct impact
on the scarce resources, such as bandwidth and
energy, of resource-constrained WSNs. Amongst
these resources, the scarce energy has a direct impact on the lifespan of WSNs. Energy requirements
of different sensor nodes at different levels in the hierarchy are different. The nodes closer to the base
station have to forward far more data packets as
compared to the leaf nodes. Hence, the objective of
in-network data aggregation is to reduce the redundant communication traffic and to balance the energy expenditure among sensor nodes. The reduction in communication overhead can improve the
energy efficiency and prolong the WSNs lifetime.
2.1.2. Latency
The latency can be measured as a time delay
between the generation of sensor readings at leaf
nodes and the reception of sensor readings at the
base station [13]. In-network data aggregation increases the end-to-end latency. Therefore, it may
not be a viable solution for the real-time systems
that require the timely delivery of data packets.
In addition, intermediate nodes that perform innetwork data aggregation have to wait for a spe-

Fig. 3. Comparison of Communication Overhead
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cific amount of time before the aggregation operation. The waiting time ensures that the packets
forwarded by the child nodes can reach the intermediate nodes within that period. The reduction
in waiting time increases the chances of an inaccurate aggregation due to non-availability of vital
data packets while the longer waiting time increases
the latency. Therefore, the trade-off is not only
between the latency and network lifetime but also
between the latency and accuracy.

addition, the deployment of sensor devices are not
always in the physically secure locations. Hence,
it is assumed that few sensor nodes may get compromised and leak the keys and data stored withing those nodes. In addition, cryptographic algorithms are publicly available, and the security
should be dependent only on the secrecy of cryptographic keys.
In WSNs, there exist two types of nodes; the base
station and the sensor nodes. The base station is assumed to be a trustworthy and resource-rich device.
However, sensor devices are assumed to be resourceconstrained devices. The adversaries in WSNs are
classified as follows:

2.1.3. Accuracy
Accuracy can be measured in terms of the difference between the result calculated using the original
sensor readings and the result received/calculated
by the base station. The variations in the results
occur due to various factors such as aggregation
functions, the wait time for performing data aggregation, and malicious adversaries. In-network processing techniques, such as lossy data compression,
data aggregation, and data fusion, have a direct
impact on the accuracy. In addition, different aggregation functions and compression techniques can
also affect the accuracy of the result received by the
base station.

3.1.1. Insider versus Outsider Adversaries
An insider adversary is a captured node that remains a part of the attacked network [88]. An insider adversary can access the secret information
stored within the compromised sensor node. While
an outsider adversary is an entity that does not have
access to the secret information stored within the
sensor nodes. The outsider adversary analyzes the
communication traffic to extract the secret information stored within the sensor nodes. In WSNs, an
insider adversary is significantly powerful as compared to the outsider adversary.

3. Security in WSNs

3.1.2. Passive versus Active adversaries
The goal of a passive adversary is to analyze the
communication traffic for extracting the meaningful information. The analysis may involve the data
as well as the traffic patterns. While the goal of
an active adversary is to create, modify, or inject
malicious data packets in the network. An active
adversary violates the integrity and freshness of sensor readings while a passive adversary violates the
confidentiality and privacy of sensor readings (data,
location, time, etc.).

Deployments in hostile and unattended environments, unreliable communication medium, and
lack of tamper-resistant hardware make security
a crucial design parameter for WSNs’ protocols.
However, the resource-constrained nature of sensor devices and the lack of physical security pose
unique security challenges compared to the one
found in conventional networks. As WSNs have
some commonalities with conventional networks,
such as wireless networks, the security requirements
of WSNs remain similar to those found in conventional networks, such as confidentiality, integrity,
freshness, etc. [6, 80]. However, the security requirements of WSNs have been affected by the innetwork data aggregation [11, 14] and encrypted
data processing [64]. In this section, we discuss an
adversary model and the impact of in-network data
aggregation on vital security primitives of WSNs.

3.1.3. Mote-class versus Laptop-class adversaries
The mote-class adversary possesses the sensor devices similar to the one found in the attacked network. The resource limitations of sensor devices affect the adversaries’ capabilities to breach security.
However, a laptop-class adversary is a powerful device (e.g., a laptop), and it is assumed to be much
stronger than the devices used in the attacked network. A mote-class adversary is bounded by the energy limitations while a laptop-class adversary has
unlimited energy supply.

3.1. Adversary Model
Sensor devices, such as the MICA2 mote [87],
the MICAz mote [8], and the TelosB mote [9], are
not equipped with tamper-resistant hardware. In
5

3.2. Impact of in-network data aggregation on security requirements

3.2.3. Data freshness
Data freshness is considered as an indispensable design characteristic for WSNs. Although
the nonce and counter based mechanisms provide
the replay protection against outsider adversaries,
they are insufficient to provide the replay protection
when there exist malicious insider nodes. In datacentric networks, data freshness needs to be protected from the insider, as well as outsider adversaries. In addition, encrypted data processing increases the challenges in verifying the data freshness
at intermediate nodes. Due to encrypted data processing, compromised intermediate nodes can successfully aggregate any number of replayed (reused)
packets without being detected. Hence, the need to
ensure the accuracy of gathered information makes
data freshness an imperative security objective.

Although in-network data aggregation reduces
the communication overhead, it increases the security vulnerabilities. As sensor nodes are not
equipped with tamper-resistant hardware, intermediate nodes that collect the sensor readings for further processing become a prime target for adversaries. In this section, we discuss the impact of
in-network data aggregation on different security
requirements.
3.2.1. Confidentiality and Privacy
Symmetric-key, asymmetric-key, and elliptic
curve cryptography based encryption algorithms
have been widely adopted for protecting the confidentiality of sensor readings during communication.
However, data-centric networks, such as WSNs, require algorithms that ensure the confidentiality not
only during communication but also at intermediate nodes where the sensor readings are processed.
It is often being referred to as privacy of sensor
readings at intermediate nodes. Moreover, the need
to process the sensor readings at intermediate nodes
and the need to ensure the privacy of sensor readings at intermediate nodes cannot be realized simultaneously using conventional encryption algorithms. Privacy homomorphism can provide the encrypted data processing, where data once encrypted
can only be decrypted at the base station. However,
intermediate nodes can process the data in order to
reduce the communication overhead.

4. Secure data aggregation
Security becomes an indispensable design issue
for many WSNs protocols. In order to provide
security in WSNs, one needs to consider the impact of security on the limited resources such as
energy, memory, bandwidth, and processor [17–
20]. Security attributes not only introduce significant computation overhead, but they also introduce enormous communication overhead. As shown
in Fig. 2, transmission of security attributes consumes far more energy than energy consumed during the computation of security attributes. Although in-network data aggregation helps in reducing the redundant data traffic, it exacerbates security challenges. The conventional end-to-end security framework is no longer suitable due to en
route aggregation of data packets. In addition, innetwork data aggregation and security have conflicting requirements. The objective of in-network
data aggregation is to reduce the communication
overhead while the security attributes increase the
communication overhead. Hence, the necessity
to incorporate security and data aggregation together initiated research in secure data aggregation
[24, 27]. Secure data aggregation protocols are categorized as either hop-by-hop secure data aggregation protocols or end-to-end secure data aggregation protocols [24, 27]. Hop-by-hop secure data
aggregation protocols provide security in a hop-byhop manner [15, 16, 26]. They assume that intermediate nodes are trustworthy. Hence, intermediate nodes can decrypt the encrypted sensor readings

3.2.2. Message authentication/integrity
Although privacy homomorphism protects
against passive adversaries, it increases vulnerabilities against active adversaries. The algorithms
that support privacy homomorphism are inherently
malleable. They allow not only intermediate nodes
but also adversaries to manipulate encrypted sensor
readings using public parameters. In addition, due
to in-network data aggregation, identification of
the malicious intermediate nodes becomes difficult.
Although, conventional authentication mechanisms provide hop-by-hop message authentication,
they are not viable in data-centric networks. In
data-centric networks, data need to be verified
at intermediate nodes as well as at the base
station. The requirement of hop-by-hop, as well as
end-to-end integrity verification, makes integrity
preservation in WSNs a formidable challenge.
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and process the raw sensor readings before forwarding the result toward the base station.
Hu et al. [15] explore the feasibility of achieving hop-by-hop secure data aggregation in WSNs.
Their solution involves delayed aggregation and delayed authentication. It uses a µTESLA protocol
[80] for delayed authentication. Instead of relying on the costly cryptographic asymmetry (public and private keys), it uses the time asymmetry
for providing authentication using symmetric keys.
Przydatek et al. [16] use a random sampling and
interactive proofs for verifying the correctness of
aggregated sensor readings. Wagner [22] describes
various attacks on data aggregation scenarios. In
addition, author presents a mathematical way to
quantify the robustness of an en route aggregation
against malicious adversaries. One of the indispensable characteristics of the protocols mentioned
above is hop-by-hop security.
Although Hu et al. [15], Przydatek et al. [16],
and Wagner [22] provide secure data aggregation,
they achieve only hop-by-hop security. Sang et
al. [24], Alzaid et al. [26], and Ozdemir et al.
[27] surveyed hop-by-hop secure data aggregation
protocols and comparatively evaluated their performance. One of the key challenges with hopby-hop security is the compromised intermediate
nodes. If sensor network has compromised intermediate nodes, hop-by-hop security protocols cannot
protect against malicious insider adversaries. Intermediate nodes consume a higher amount of energy as compared to the leaf sensor nodes, as they
receive and process more data packets compared
to individual sensor nodes. The decryption of encrypted sensor readings, processing of sensor readings, and re-encryption of processed sensor readings
introduce latency. The delay introduced by the aggregator nodes affects the performance of the network that requires real-time data for analysis. One
of the solutions that handle these issues (e.g., privacy at intermediate nodes, latency) is end-to-end
secure data aggregation.
As opposed to the hop-by-hop secure data aggregation protocols, end-to-end secure data aggregation protocols provide end-to-end security using
encrypted data processing at intermediate nodes
[28, 89]. Wu et al. [89] introduce encrypted data
processing in WSNs. In encrypted data processing,
data encrypted at leaf nodes can be processed at intermediate nodes without the need for decryption.
The protocol tackles the threat of insider adversaries by introducing encrypted data classification

while supporting in-network data aggregation. The
protocol ensures the classification of encrypted data
at intermediate nodes without the need for decryption. The classifier matches the incoming encrypted
message with a set of keywords and takes the appropriate decisions such as forwarding the message
without aggregation, forwarding the message after
aggregation, and dropping the duplicate messages.
Such classifier helps in setting the threshold for processing only selected data, and hence, it reduces
the computation and computation overhead. Here,
the classifiers can only access the encrypted sensor
readings and encrypted keywords. Hence, they cannot learn any information about the original sensor
readings.
Girao et al. [28, 29] extend the idea of encrypted
data processing to incorporate encrypted data aggregation. It supports the aggregation of encrypted
data at intermediate nodes. The end-to-end secure
(concealed) data aggregation ensures the privacy of
sensor readings at intermediate nodes. The compromised intermediate nodes cannot view the raw
sensor readings, as the sensor readings remain encrypted until they reach the base station. Hence,
the data privacy remains unharmed. We will continue the discussion of end-to-end secure data aggregation in the upcoming sections.
5. Privacy homomorphism
The notion of “Privacy Homomorphism” was first
introduced by Rivest et al. [64] for processing encrypted data. Privacy homomorphism can compute
the function over encrypted data in the same way
as it has been computed over unencrypted data.
Formally, privacy homomorphism can be defined as
follows:
Given an encryption of x, E(x), and an encryption of y, E(y), a function F can efficiently compute
EK (x)⊕EK (y) = EK (x⊕y) such that the decryption
DK0 (E(x ⊕ y)) yields the same result as computed
by x ⊕ y.
Any cryptosystem that supports privacy homomorphism either uses the same operator, ⊕, or uses
different operators, ⊕ and ⊗. As shown in Eq.(1),
Domingo-Ferrer’s cryptosystem [72] uses the same
operator ⊕ for processing encrypted data as well
as for processing plain data. However, as shown
in Eq.(2), Paillier’s cryptosystem [70] uses different operators, ⊕ and ⊗, for processing encrypted
data and for processing plain data. In addition, as
shown in Eq.(1), symmetric-key cryptosystems use
7

the same key for performing encryption and decryption. However, as depicted in Eq.(2), asymmetrickey cryptosystems use different keys for encryption
and decryption.
DK (Ek (x) + EK (y)) mod n = x + y mod n

(1)

DK0 (Ek (x) × Ek (y)) mod n = x + y mod n

(2)

95]. The goal of content-oriented privacy preservation is to ensure that the contents of packets are
observable or decipherable only by intentionally authorized entities. While the goal of context-oriented
privacy preservation is to ensure the protection of
contextual information related to the sensed information such as location and time. In this article, we explore content-oriented privacy preservation techniques that ensure data privacy. The
context-oriented privacy is not within the scope of
this article. Henceforth, we use the term privacy to
refer the data privacy.
In this section, we discuss the privacy preservation techniques used in WSNs. They are categorized as follows: (1) Symmetric-key based privacy homomorphism (2) Asymmetric-key based privacy homomorphism (3) Elliptic curve cryptography based privacy homomorphism.

Cryptosystems that support privacy homomorphism can perform either additive homomorphic
operations or multiplicative homomorphic operations over encrypted data. Cryptosystems, such as
the RSA cryptosystem [90] and the ElGamal cryptosystem [91], can support multiplicative privacy
homomorphism. However, the majority of WSNs
applications require to compute functions, such as
sum, average, minimum, maximum, and movement
detection, that can only be supported by the additive privacy homomorphism. Hence, in this article, we present the additive privacy homomorphism
techniques that are adopted in WSNs. Cryptosystems that support additive privacy homomorphism
can be categorized as either symmetric-key based
privacy homomorphism [30, 43, 72] or asymmetrickey based privacy homomorphism [68–70, 92]. In
addition, asymmetric-key based privacy homomorphism can further include elliptic curve cryptography based privacy homomorphism [67, 71, 73].
Privacy homomorphism, popularly known as homomorphic encryption, can support various other
homomorphic primitives such as homomorphic hash
functions [74, 75], homomorphic MACs [76, 77], and
homomorphic digital signatures [78, 79]. Although
privacy homomorphism can be advantageous in different circumstances, it is often being considered
as an undesirable property. Cryptosystems that
support privacy homomorphism are inherently malleable [65]. The property that helps in processing
the encrypted data makes cryptosystems vulnerable
against adaptive chosen-ciphertext attacks (CCA2)
[93]. Therefore, cryptosystems that support privacy
homomorphism can best be secure against nonadaptive chosen ciphertext attacks (CCA1). More
discussion on the malleability property of privacy
homomorphism and its impact on the CDA protocols will be discussed in Section 7.

6.1. Symmetric-key based privacy homomorphism
The use of symmetric-key cryptography has
two indispensable advantages over asymmetric-key
cryptography. First, symmetric-key based cryptosystems [42, 43, 72, 96] have a negligible message
expansion. In symmetric-key based cryptosystems,
ciphertext requires nearly the same number of bits
as required by the plaintext. As communication
in WSNs consumes far more energy compared to
the computation [10, 97], the negligible message expansion not only saves bandwidth and energy but
also increases the lifespan of WSNs. Second, the
computation cost required to perform symmetrickey based operations is significantly less compared
to the computation cost required by asymmetrickey based operations [15, 80]. Hence, symmetrickey based cryptosystems are preferable for resourceconstrained devices due to their fewer communication and computation overhead. Although there
have been numerous cryptosystems that support
privacy homomorphism [66], very few of them are
based on symmetric-key cryptography. In this section, we will discuss symmetric-key based privacy
homomorphism techniques [30, 36, 72] used by the
end-to-end secure data aggregation protocols.
6.1.1. Domingo-Ferrer’s cryptosystem
Domingo-Ferrer’s cryptosystem [72] is the first
cryptosystem that supports full arithmetic operations (e.g., addition, subtraction, multiplication,
and division) on encrypted data. It supports encrypted data processing if the data are encrypted

6. Privacy protection with in-network data
aggregation
Privacy in WSNs is categorized as either contentoriented privacy or context-oriented privacy [94,
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using the same secret key. Domingo-Ferrer’s cryptosystem remains secure against known-plaintext
attacks.

homomorphism [72] processes encrypted data only
if the key used to encrypt the data remains the
same. If sensor readings are encrypted with different keys, Domingo-Ferrer’s privacy homomorphism
cannot aggregate encrypted sensor readings. Moreover, if the same key is used for encryption across
all nodes, it increases security vulnerabilities. A
shared secret key used for performing encryption
(as well as decryption) cannot help in preserving
privacy at compromised sensor nodes. In addition,
the use of a shared secret key across all nodes increases threats against the integrity of sensor readings. Any compromised node can use the shared
secret key for decryption of sensor readings as well
as for injecting malicious data into the networks.
(2) Although Domingo-Ferrer’s privacy homomorphism is a symmetric key based technique, it has
significant message expansion. The message expansion in Domingo-Ferrer’s privacy homomorphism is
dependent on a public parameter, d. (3) DomingoFerrer’s privacy homomorphism is insecure for some
parameter settings [98]. Wagner [98] shows that if
the factorization of n0 is hard and n < d, DomingoFerrer’s cryptosystem may remain secure. However, the restrictive parameter setting vastly affects the performance. Moreover, vulnerabilities
against well-known cryptanalytic attacks [99] reduce the viability of Domingo-Ferrer’s cryptosystem in real-world application scenarios. (4) The
power consumption of Domingo-Ferrer’s cryptosystem is considerably higher compared to the power
consumption of RC5 cryptosystem. Authors claim
that the use of Domingo-Ferrer’s cryptosystem increases the overhead up to 22% compared to RC5
cryptosystem. Nevertheless, the additional overhead introduced at leaf nodes are compensated during the aggregation phase. In addition, the results
show that end-to-end secure data aggregation balances the energy consumption across all nodes, unlike hop-by-hop secure data aggregation where the
nodes nearer to the base station have to transmit
more data packets compared to the nodes nearer to
leaf nodes.
Westhoff et al. [32] improved their earlier work
[28, 29] and incorporated a key pre-distribution
scheme for reverse multicast traffic in WSNs. Authors comparatively evaluate their proposed protocol with a hop-by-hop security architecture of
resource-constrained WSNs, namely, TinySec [100].
Although Domingo-Ferrer’s [72] privacy homomorphism consumes more energy during CPU operations when compared to RC5 cryptosystem[96], it

Domingo-Ferrer’s Cryptosystem [72]
Public Parameters P:
1. Select d > 2 and a large integer n
Secret Parameters: S:
1. Select n0 > 1 where n0 | n;
2. Select a random integer r such that
r−1 mod n ∈ Zn
Encryption E:
1. Randomly P
split a plaintext m ∈ Zn0 such
d
that m = j=1 mj mod n0 and each mj ∈
Zn
2. Compute a ciphertext c = E(m) =
(m1 r mod n,
m2 r2 mod n,
···,
d
md r mod n)
Ciphertexts Aggregation A:
1. Given c1 = E(m1 ) and c2 = E(m2 )
2. Compute an aggregated ciphertext, c = c1 +
c2 mod n = E(m1 + m2 ) mod n
Decryption D:
1. Compute the scalar product of the j th coordinate of a ciphertext by r−j mod n
2. D(c) = (m1 r ∗ r−1 mod n, m2 r2 ∗
r−2 mod n, · · · , md rd ∗ r−d mod n) =
(m1 mod n, m2 mod n, · · · , md mod n)
Pd
3. Compute j=1 mj mod n0 = m
Girao et al. [28, 29] investigated the need for
privacy preservation at intermediate (aggregator)
nodes and coined the term “concealed data aggregation (CDA)” to refer the encrypted data processing of reverse multicast traffic in WSNs. Girao et al. [28, 29] use the Domingo-Ferrer’s cryptosystem [72] for computing over encrypted data
at intermediate nodes. In their protocol, data encrypted at leaf sensor nodes are processed at intermediate nodes but decrypted only at the base station. They compared their end-to-end secure data
aggregation protocol with hop-by-hop secure data
aggregation protocol that uses RC5 cryptosystem
[96] as an underlying encryption algorithm. However, their proposed protocol has a few limitations.
They are as follows: (1) Domingo-Ferrer’s privacy
9

helps in balancing the energy usage across all sensor nodes. In addition, the additive privacy homomorphism supported by Domingo-Ferrer’s cryptosystem helps in achieving end-to-end security and
energy efficiency in the real world application scenarios.
The need for a globally shared secret key, a significant message expansion, and a threat of cryptanalysis demanded the search for an efficient cryptosystem that can support encrypted data processing without having these limitations. One of the
solutions that overcome these limitations is CMT
cryptosystem [30, 42].

CMT Cryptosystem [30, 42]
Key Generation K:
1. Randomly select a decryption key K ∈
{0, 1}λ for the base station.
2. Compute an encryption key of each node
i ∈ [1, 2, · · · n] as, ki = Fk (i). Here, F
is
Pna pseudo-random function (PRF) and
i=1 ki = K.
Encryption E:
1. Given an encryption key ki , a nonce r, a
modulus M , and a plaintext m ∈ [0, M − 1].
2. Compute a ciphertext at node i, c =
Eki (m) = m + Fki (r) mod M .

6.1.2. CMT cryptosystem
Castelluccia et al. [30, 42] proposed an efficient
and provably secure additive aggregation scheme
(CMT cryptosystem) for reverse multicast traffic
in WSNs. They adapted the well-known Vernam
cipher [101], also known as the one-time-pad, for
the aggregation of plaintexts in a ciphertext domain. CMT cryptosystem introduces two simple
but significant modifications in the original Vernam cipher. (1) CMT cryptosystem uses an addition operation instead of an exclusive-OR (X-OR)
operation. (2) CMT cryptosystem uses a pseudorandom function [102] for generating the keys, instead of a random selection from the key space.
Although a pseudo-random function makes CMT
cryptosystem a viable alternative for real-world application scenarios, it reduces its security level. The
original Vernam cipher is secure in an informationtheoretic setting while CMT cryptosystem is secure in a computational-complexity theoretic setting. CMT cryptosystem provides the same level
of privacy preservation as provided by the conventional end-to-end encryption (without aggregation) based approaches. In addition, CMT cryptosystem achieves the significant bandwidth gain
compared to the no aggregation scenarios. However, as shown in Castelluccia et al. [42], CMT
cryptosystem requires more bandwidth compared
to the hop-by-hop secure data aggregation scenarios. Nevertheless, the higher bandwidth is compensated by much stronger level of security at intermediate nodes. CMT cryptosystem also helps
in balancing the communication load evenly across
all sensor nodes. The load balancing across WSNs
eventually increases the network lifetime.
Peter et al. [36] suggested a way to combine Domingo-Ferrer’s cryptosystem [72] and CMT
cryptosystem [30] for increasing the overall secu-

3. Set the identity information (ID) of a node
i as, hdri = {i}.
4. Forward an ID-ciphertext pair, (hdri , c).
Ciphertexts Aggregation A:
1. Given (hdr1 , c1 = Ek1 (m1 )) and (hdr2 , c2 =
Ek2 (m2 )).
2. Compute an aggregated ciphertext, c = c1 +
c2 mod M = Ek (m1 + m2 ) where k = k1 +
k2 mod M .
3. Set hdr = hdr1 ∪ hdr2 .
Decryption D:
1. Given an ID-ciphertext pair, (hdr, c) and a
nonce r, generate ki = Fk (i), ∀i ∈ hdr.
2. P
Decrypt the ciphertext, Dk (c)
i∈hdr Fki (r) mod M .

=

c −

rity strength. As shown by Peter et al. [36], a
simple additive aggregation approach makes CMT
cryptosystem vulnerable to malleability issues. In
CMT cryptosystem, an adversary can add any integer in the ciphertext without knowing the key or
the plaintext. Peter et al. combine CMT cryptosystem with the Domingo-Ferrer’s cryptosystem for reducing the malleability issues. The limitation with
Peter et al.’s cryptosystem is that it not only combines the strengths of both the cryptosystem, but
also combines the weaknesses of both the cryptosystems. In addition, Peter et al. discuss a need for
the homomorphic MACs in the CDA. The working
construction of the homomorphic MACs was later
introduced by Agrawal et al. [76] for network coded
systems.
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In CMT cryptosystem, nodes’ identity related information needs to be transmitted for performing
the decryption at the base station. However, transmission of identity related information introduces
significant communication overhead. Armknecht et
al. [39] proposed an end-to-end secure data aggregation protocol using a symmetric-key cryptosystem. In the proposed cryptosystem, an encryption
function is “bi-homomorphic” and provides a homomorphic transformation for data as well as the keys.
One of the advantages of the proposed protocol
compared to CMT cryptosystem is that it mitigates
the requirement of nodes’ identity transfer to the
base station. Instead of transferring nodes’ identity related information, the protocol uses dummy
values, stored at each intermediate node, for representing the encryption of the child nodes. Hence,
each intermediate node aggregates the dummy values of the nodes that do not respond to the base
station’s query. The protocol uses a counter to obtain the number of dummy values aggregated during the aggregation process. The dummy values
are removed from the aggregated result at the base
station.
Onen et al. [103] enhance the secure data aggregation using a layer-wise security mechanism and a
key-attribution algorithm. The proposed protocol
reduces the impact of well-known security threats
such as node compromise attacks. The protocol
combines the homomorphic encryption [104] with
the multiple encryption mechanism. The homomorphic encryption function [104] used by the protocol
is similar to the one found in Castelluccia et al.
[30, 42] and a modified version of the Vernam cipher [101]. In addition, a key attribution algorithm
is used to share a pair-wise key between the node
and its mth hop parent node. The pair-wise keys
are used to add and suppress the encryption layers
to/from the aggregated data while forwarding data
towards the base station. A key pre-distribution
mechanism, a re-keying requirement (due to exhausted parent nodes), a fixed network topology,
and the reduced security are major limitations of
Onen et al.’s protocol.
Di Pietro et al. [44] used CMT cryptosystem [42]
for privacy protection in WSNs. Authors adapt a
concept of delay aggregation and peer monitoring
for integrity protection in WSNs. One of the features introduced by Di Pietro et al. is the ability to
solve an identity management issue of CMT cryptosystem. In CMT cryptosystem, the secret key(s)
is shared between the node(s) and the base station.

However in Di Pietro et al.’s protocol, the secret
key(s) is also shared with the neighboring nodes.
The proposed key sharing with neighboring nodes
helps in mitigating the effect of node compromise
attacks and node failures. The aggregator nodes
can use the information provided by their neighboring nodes during a node compromise attack or a
node failure. Information provided by the neighboring nodes helps in preventing the identity transfer of
the responding/non-responding nodes. One of the
weaknesses of the proposed key sharing approach is
that a compromised node can reveal not only its secret key but also helps in recovering the secret keys
of the neighboring nodes. The key chains recovered
from a large neighborhood can have a disastrous
impact on the performance of WSNs.
Papadopoulos et al. [53] proposed a solution
called SIES (Secure In-network processing of Exact SUM queries) to preserve privacy, integrity, authentication, and freshness of sensor readings using
homomorphic encryption and secret sharing. They
used a homomorphic encryption algorithm similar
to the CMT cryptosystem for en route privacy protection.
Rafik et al. [58] proposed a security protocol
that addresses end-to-end privacy and end-to-end
integrity of the reverse multicast traffic in WSNs.
Their protocol uses CMT cryptosystem and stateful public-key encryption [105]. Stateful publickey encryption can significantly reduce the computation cost associated with the public-key encryption algorithms. In stateful public-key encryption, the sender keeps track of the state information
and re-uses this information across different encryptions. Stateful public-key encryption helps in periodically refreshing sensor nodes’ keys required by
CMT cryptosystem.
6.1.3. Summary of symmetric-key based cryptosystems
Girao et al. [28, 29], Westhoff et al. [32], Ren et
al. [37], and Peter et al. [36] used the DomingoFerrer’s privacy homomorphism [72] while Peter et
al. [36], Rafik et al. [58], Papadopoulos et al. [53],
and Di Pietro et al. [44] used CMT cryptosystem [30, 42] for privacy preservation at intermediate
nodes in WSNs. In Table 1, we present symmetrickey based privacy homomorphism techniques with
their strength and weaknesses.
Chan [43] proposed two different additive homomorphic encryption schemes, namely, an iterated Hill cipher and a modified Rivest scheme [64].
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Table 1. Comparison of Symmetric-key Based Homomorphic Cryptosystems

Cryptosystem

Castelluccia [30]

Domingo-Ferrer
[72]

Peter [36]

Homomorphic
Operation(s)

Key Management
Each node shares a
unique secret key with
the base station.
A global secret key is
shared among sensor
nodes and the base
station.
Each node possesses a
secret key local to the
node and a global secret
key shared across sensor
nodes (in the network).

⊕ - Homomorphic addition of ciphertexts
⊗ - Homomorphic multiplication of ciphertexts

⊕

⊕

⊕

Message
Expansion

⊗c

1

⊗ ⊗c

d·n
n0

⊗c

d·n
n0

- Homomorphic subtraction of ciphertexts
⊗c - Homomorphic multiplication with a known constant
n0 - A randomly chosen n0 > 1 such that n0 | n

n - A randomly chosen large integer
d - A plaintext is divided into d > 2 sub-parts

tic curve cryptography, on 8-bit micro-controllers
used by sensor nodes [8, 9]. The performance results presented by them indicate that asymmetrickey cryptography is viable for resource-constrained
devices even if implemented using software-based
techniques. Mykletun et al. [31, 47] comparatively
evaluate the viability of asymmetric-key based homomorphic cryptosystems in WSNs. Authors highlighted the desired characteristics of asymmetrickey based cryptosystems for use in the CDA protocols. The desired characteristics of asymmetric-key
based cryptosystems for use in CDA are as follows:

These schemes support additive and multiplicative
homomorphism. The proposed schemes can provide security against ciphertext-only attacks. In
addition, these schemes support the randomize zero
encryption. Hence, an encryption of zero, E(0), can
have several different representations in ciphertext
domain, but all these representations can result in
zero after decryption. The implementation of these
schemes on sensor platforms, such as the TelosB
mote [9] and the MICAz mote [8], and comparison with other symmetric-key based cryptosystems
[30, 72] can further help to understand the viability
of these schemes in WSNs. Zhou et al. [60] adopted
a symmetric-key based encryption scheme of Chan
[43] for privacy preservation in WSNs. They have
combined homomorphic primitives, namely, homomorphic encryption and homomorphic MAC [76],
for ensuring privacy and integrity of sensor readings.

• Aggregation - The CDA protocols perform en
route data aggregation in a ciphertext domain.
An aggregation of plaintexts in a ciphertext
domain requires the cryptosystem to have an
additive privacy homomorphism property.
• Security - Ciphertext indistinguishability is a
common characteristic for the provably secure public-key based cryptosystems. Ciphertext indistinguishability ensures that given a
public-key and a pair of plaintexts, any passive
adversary cannot distinguish between a corresponding pair of ciphertexts with probability
significantly greater than 21 .

6.2. Asymmetric-key based privacy homomorphism
Asymmetric-key based cryptosystems were initially considered as an expensive alternative for
resource-constrained networks such as WSNs [15,
80]. However, Gura et al. [106], Wander et al. [107],
and Malan et al. [108], implemented asymmetrickey based solutions, including those based on ellip12

• Overhead - The security features introduce
computation and communication overhead. In
asymmetric-key based cryptosystems, the size
of a plaintext increases after encryption. Here,
the increase in a ciphertext size compared
to the plaintext size is commonly referred to
as the message expansion. The CDA protocols should minimize the message expansion
for preserving the performance gain achieved
through data aggregation.

Goldwasser-Micali’s Cryptosystem [92]
Key Generation K:
1. Select large primes p and q, where, p 6= q

2. Choose a pseudo-square a such that ap =

a
q = −1
3. Compute, n = p ∗ q
Encryption E:
1. A plaintext, m ∈ [0, 1]
2. Choose a random integer r such that 1 <
r<n

In this section, we discuss asymmetric-key based
cryptosystems and their applications in CDA of
WSNs.

3. Compute a ciphertext
(
r2 mod n if m = 0
c=
ar2 mod n if m = 1

6.2.1. Goldwasser-Micali’s cryptosystem
Goldwasser-Micali’s cryptosystem [92] is the
first cryptosystem that is provably secure against
chosen-plaintext attacks (IND-CPA). Security of
the Goldwasser-Micali’s cryptosystem is based on
assumed intractability of the quadratic residuosity problem. The quadratic residuosity problem
considers the hardness of distinguishing quadratic
residues from quadratic non-residues modulo a
composite number. In their seminal paper [92],
Goldwasser et al. formalized the notion of semantic
security. Semantic security ensures that the computationally bounded adversary cannot obtain any
information about a plaintext given a corresponding ciphertext.
Goldwasser-Micali’s cryptosystem supports privacy homomorphism with X-OR operations. During the aggregation phase, ciphertexts are multiplied to produce the X-OR effect on the underlying plaintexts. After decryption, an aggregated ciphertext results in a plaintext that is equal to the
X-OR of the original plaintexts. One of the limitations of Goldwasser-Micali’s cryptosystem is that it
encrypts the data bit-by-bit, and each plaintext bit
is converted to a corresponding ciphertext. Therefore, the substantial message expansion reduces its
viability for real-world scenarios.
Samanthula et al. [109] employed GoldwasserMicali’s cryptosystem for computing the
MIN/MAX functions at aggregator nodes in
WSNs. For sensor readings without duplicates,
their solution uses the X-OR homomorphic property of the Goldwasser-Micali’s cryptosystem for
finding the minimum/maximum of sensor readings.
In addition, if there exist duplicate sensor readings,
authors adopted a variant of the GoldwasserMicali’s cryptosystem, proposed by Sander et al.

Ciphertexts Aggregation A:
1. Given c1 = E(m1 ) and c2 = E(m2 )
2. Compute an aggregated ciphertext, c = c1 ∗
c2 mod n = E(m1 ⊕ m2 )
Decryption D:
1. Decrypt the ciphertext, D(c) =
c

(p−1)
2

c
p



=

mod p
(

A plaintext,

m=

0
1

if
if

c
p
c
p



= 1
= −1

[110]. Sander et al. modify the Goldwasser-Micali’s
cryptosystem for incorporating the support for
multiplicative homomorphic operations over encrypted data. Samanthula et al. [109] claim that
although their proposed approaches introduce
heavy computation and communication overhead,
they reduce security vulnerabilities of the existing
approaches used for MIN/MAX computations
[38, 111]. Acharya et al. [111] suggested a way to
perform secure comparison of encrypted data in
WSNs. The order preserving encryption scheme
(OPES) [112] is employed to perform the comparison operations such as minimum and maximum.
The OPES preserves the order while transforming
a plaintext to the corresponding ciphertext. However, the order preserving encryption leaks valuable
information during the comparisons of encrypted
data at intermediate nodes. In addition, the OPES
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remains vulnerable to active insider adversaries
(e.g., node capture attack). A compromised node
can reverse the transformation using the (disclosed) mapping function and obtain information
related to the encrypted sensor readings [38, 111].
In addition, if the domain of sensed values is
known, any comparison operation makes privacy
homomorphism vulnerable to a wide variety of
attacks including elementary cryptanalytic attacks
such as the ciphertext-only attack [64].

Okamoto-Uchiyama’s Cryptosystem [68]

6.2.2. Okamoto-Uchiyama’s cryptosystem
Okamoto et al. [68] proposed a provably secure
homomorphic encryption scheme. The additive homomorphism supported by Okamoto-Uchiyama’s
cryptosystem makes it useful for the CDA protocols
of WSNs. The cryptosystem remains semantically
secure under the p-subgroup assumption. Security
of Okamoto-Uchiyama’s cryptosystem depends on
the intractability of factoring n = p2 q. However, as
shown by Okamoto et al. [68], the fastest algorithm
for factoring n = pq or n = p2 q is the number field
sieve method. In addition, the running time of the
number field sieve algorithm is only dependent on
the composite size, n. Therefore, the parameters
of Okamoto-Uchiyama cryptosystem can be chosen
such that the size of n = p2 q remains the same as
the size of n = pq of the RSA cryptosystem [90] for
sufficiently large n (e.g., 1024-bit [113]).
Mykletun et al. [31] comparatively evaluate the
performance of various cryptosystems, including
the Okamoto-Uchiyama’s cryptosystem [68]. The
analysis shows the viability of Okamoto-Uchiyama’s
cryptosystem for the CDA protocols. In scenarios
where elliptic curve ElGamal cryptosystem (ECElGamal) [67] is not viable due to its expensive reverse mapping function required for decryption, the
second best option is to use Okamoto-Uchiyama’s
cryptosystem. Okamoto-Uchiyama’s cryptosystem
remains second due to its larger ciphertext size.
The ciphertext size of Okamoto-Uchiyama’s cryptosystem is nearly three times larger than the ciphertext size of the EC-ElGamal cryptosystem.

Encryption E:

Key Generation K:
1. Select large primes p and q
2. Compute, n = p2 ∗ q
3. Choose, g ∈ Z∗n such that g p(p−1) ≡
1 mod p2 and g p−1 6= 1 mod p2
4. Compute, h = g n mod n
5. Compute µ = (L(g p−1 mod p2 ))−1 mod p
where, L(u) = (u − 1)/p
1. A plaintext, m ∈ (0, 2k−1 ) and a random
integer r ∈ Zn
2. A ciphertext c = g m × hr mod n
Ciphertexts Aggregation A:
1. Given c1 = E(m1 ) and c2 = E(m2 )
2. Compute an aggregated ciphertext, c = c1 ∗
c2 mod n2 = E(m1 + m2 ) mod p
Decryption D:
1. Decrypt the ciphertext,
D(c)
L(cp−1 mod p2 ) × µ mod p = m

=

curve Paillier’s cryptosystem (n = p2 q 2 ). The elliptic curve Naccache-Stern’s cryptosystem [71] is a
variant of the Naccache-Stern’s cryptosystem [69]
and defined using an elliptic curve over a ring,
E(x, y) ∈ Zn . Here, n is the product of two distinct
primes p and q. The cryptosystem is semantically
secure with respect to the intractability of the highdegree residuosity problem. The high-degree residuosity problem extends the properties of quadratic
residuosity to prime degrees greater than two.
The second cryptosystem proposed by Paillier
[71] is a variant of the Okamoto-Uchiyama’s cryptosystem [68], and defined on an elliptic curve over
a ring, E(x, y) ∈ Zn . Here, n = p2 q for two
distinct and large primes p and q. As shown by
Paillier [71], security properties of the OkamotoUchiyama’s cryptosystem [68] are preserved in its
elliptic curve variant. The cryptosystem is secure
with respect to the intractability of the high (p)
degreed residuosity on En , where n = p2 q for two
distinct and large primes p and q.
The third cryptosystem proposed by Paillier [71]
is an efficient embodiment of the Paillier’s cryptosystem [70]. It is defined on an elliptic curve over
a ring, E(x, y) ∈ Zn2 . Here, n = pq is the prod-

6.2.3. Elliptic curve Paillier’s cryptosystems
Paillier [71] introduces three probabilistic cryptosystems based on trapdooring discrete logarithms
on elliptic curves over a ring, En . They are as
follows: (1) elliptic curve Naccache-Stern’s cryptosystem (n = pq) (2) elliptic curve OkamotoUchiyama’s cryptosystem (n = p2 q) (3) elliptic
14

Elliptic Curve Naccache-Stern Cryptosystem [71]

Elliptic Curve Okamoto-Uchiyama Cryptosystem [71]

Key Generation K:

Key Generation K:

1. Choose two B-smooth integers u and v

1. Select large primes p and q

2. Compute, σ = u · v

2. Compute, n = p2 · q

3. Choose a point G on En (0, b) of order a multiple of σ

3. Compute En (a, b) from Ep2 (ap , bp ) and
Eq (aq , bq )

4. Compute µ = lcm(p + 1, q + 1)

4. Choose a point G ∈ En (a, b) of maximal
order lcm(|Ep2 |, |Eq |)

Encryption E:

5. Compute H = n · G

1. A plaintext, m ∈ Zσ and a random integer
r<n

Encryption E:

2. Compute a ciphertext, c = (m + σr) · G

1. Choose a plaintext, m and a random integer
r

Ciphertexts Aggregation A:

2. Compute a ciphertext, c = m · G + r · H

1. Given ciphertexts c1 and c2

Ciphertexts Aggregation A:

2. Compute an aggregated ciphertext, c = c1 +
c2 mod n = E(m1 + m2 )

1. Given ciphertexts c1 and c2

Decryption D:

2. Compute an aggregated ciphertext, c = c1 +
c2 mod n = E(m1 + m2 )

1. Decrypt the ciphertext, D(c), u = (µ/σ) ·
0
C =m·G

Decryption D:

0

2. Discrete log of u in base G gives the plaintext m

1. Decryption of ciphertext,
ψp ((p + 2) · C)
mod p
ψp ((p + 2) · G)

uct two distinct and large primes p and q. The
semantic security supported by the cryptosystem is
dependent on the indistinguishably of n-residues of
En2 . It is based on the intractability of distinguishing the points of E[µ] = n · En2 from other points
on the curve En2 . Paillier’s cryptosystem [71] is
additively homomorphic, and, therefore, malleable
against adaptive chosen ciphertext attacks (CCA2).
As shown by Paillier [71], all three cryptosystems
are additively homomorphic, probabilistic, and semantically secure with respect to the high degree
residuosity problems associated with elliptic curves,
Epq , Ep2 q , Ep2 q2 , respectively. All three elliptic
curve Paillier’s cryptosystems [71] are defined on
an elliptic curve over a composite, E(Zn ), where n
comprises two large primes p and q. The most powerful algorithm for integer factorization is a number
field sieve method, and the complexity of a number
field sieve method is dependent on the size of a number to be factored. Hence, elliptic curve OkamotoUchiyama’s cryptosystem can use the primes p and
q of size 341-bit (≈ n = p2 q of size 1024-bit) to
achieve the equivalent security as provided by the
1024-bit RSA cryptosystem [114, 115].

D(c)

=

Mykletun et al. [31] and Peter et al. [47] comparatively evaluate the performance of elliptic curve
Naccache-Stern’s cryptosystem [71], elliptic curve
Okamoto-Uchiyama’s cryptosystem [71], and elliptic curve Paillier’s cryptosystem [71], with respect
to the well-known asymmetric-key based cryptosystems [67, 68].
These three cryptosystems incur significant message expansion as compared to other elliptic curve
based cryptosystems such as the EC-ElGamal cryptosystem [67]. The message expansion increases the
communication overhead and reduces the lifespan
of WSNs. Despite the significant communication
overhead, Paillier’s cryptosystems [71] are not secure and allow the secret key to be recovered from
the publicly available information [73]. Although
elliptic curve Paillier’s cryptosystems [71] are theoretically analyzed by Mykletun et al. [31] and Peter et al. [47] for resource constrained WSNs, the
communication overhead introduced by the transmission of large ciphertexts and inherent security
vulnerabilities limit their applicability for the CDA
protocols of WSNs.
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Elliptic Curve Paillier Cryptosystem [71]

Elliptic Curve ElGamal’s Cryptosystem [67]

Key Generation K:

Key Generation K:

1. Select large primes p and q

1. Select a large prime p

2. Compute, n = p · q

2. Choose an elliptic curve E over Fp

3. Compute En2 (a, b) from Ep2 (ap , bp ) and
Eq2 (aq , bq )

3. Choose a point P on E(Fp )
4. Randomly choose a secret sk and compute,
pk = sk · P on E(Fp )

4. Choose a point G ∈ En2 (a, b) of order divisible by n

Encryption E:

5. Compute µ = lcm(p + 2, q + 2)

1. A plaintext, m ∈ E(Fp ) and a random integer r

Encryption E:
1. Choose a plaintext, m ∈ Zn and a random
integer, r < n

2. Compute ciphertexts c1 = r · P and c2 =
m + r · pk

2. Compute a ciphertext, c = (m + nr) · G

Ciphertexts Aggregation A:
1. Given an encryption E(m1 ) as c11 and c12

Ciphertexts Aggregation A:
1. Given ciphertexts c1 and c2

2. Given an encryption E(m2 ) as c21 and c22

2. Compute an aggregated ciphertext, c = c1 +
c2 mod n = E(m1 + m2 )

3. Compute aggregated ciphertexts, c1 = c11 +
c21 and c2 = c12 + c22

Decryption D:
1. Decryption of ciphertext,
ψn (µ · C)
mod n
ψn (µ · G)

D(c)

4. Decryption of c1 and c2 gives an aggregated
plaintext m1 + m2 on E(Fp )

=

Decryption D:
1. Decrypt the ciphertexts, D(c) = c2 −sk ·c1 =
m

6.2.4. Elliptic curve ElGamal cryptosystem

by the asymmetric-key based cryptosystems, however, with smaller parameter sizes. Nevertheless,
there exist some practical difficulties to use elliptic
curve based cryptosystems such as the EC-ElGamal
cryptosystem. They are as follows:

Koblitz introduced the use of elliptic curves for
cryptographic constructions [67]. Author proposed
the first elliptic curve based public-key cryptosystem that supports additive homomorphism. The
additive homomorphic cryptosystem is an analogue
of the ElGamal cryptosystem [91]. The ElGamal
cryptosystem [91] is based on an intractability of
solving the discrete logarithm problem (DLP) while
the elliptic curve variant of ElGamal cryptosystem
[67] is based on an intractability of solving the elliptic curve discrete logarithm problem (ECDLP).
Unlike Paillier’s cryptosystems [71] that are defined
on an elliptic curve over a ring, EC-ElGamal cryptosystem is defined on an elliptic curve over a finite
field F. Therefore, the EC-ElGamal cryptosystem
[67] requires only 160-bit key-size to achieve the
same level of security as provided by the 1024-bit
RSA cryptosystem [113]. The smaller key size improves bandwidth requirements, energy utilization,
and storage capabilities in WSNs.
Elliptic curve cryptosystems (based on finite
fields) provide the same level of security as provided

• The ElGamal cryptosystem [91] has a 2-to-1
message expansion ratio. However, the ECElGamal cryptosystem [67] has at least a 4to-1 message expansion ratio. The reason behind this is due to the fact that each elliptic
curve point is represented by two or more coordinate values. Each point in elliptic curve
comprises of two coordinate values, x and y,
in the affine coordinate system and three coordinate values, x, y, and z, in the projective
and Jacobian coordinate system [116]. Therefore, the message expansion ratio of the ECElGamal cryptosystem is at least 1 : 4, where
a plaintext is converted to two ciphertexts and
each ciphertext has at least two coordinate values. Such increased overhead can be efficiently
reduced by a point compression technique as
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mentioned by Hoffstein et al. [117]. By using
a point compression technique [117], we can efficiently compute a value of y-coordinate from
the x-coordinate value and with the help of an
additional sign bit. Hence, the EC-ElGamal
cryptosystem requires only two extra bits as
compared to the ElGamal cryptosystem.

[31]. The EC-ElGamal cryptosystem performs repeated point additions to retrieve a plaintext value
from the corresponding elliptic curve point.
As shown by Mykletun et al. [31], the smaller
parameter sizes can significantly improve the bandwidth and performance of the EC-ElGamal cryptosystem. The major limitation of the EC-ElGamal
cryptosystem is that the reverse mapping function
needs to solve the elliptic curve discrete logarithm
problem (ECDLP). Although algorithms, such as
the big-step little-step, can help to speed up the
brute-force process, they require a large storage
space (217 -bit, or 16-Kbyte). Such a large storage
can exceed the storage capacities of popular sensor nodes. Nevertheless, the decryption in CDA
is performed at the base station due to the privacy requirements at intermediate nodes. Moreover, the base station in WSNs is assumed to
be a resource-rich device, and it can perform the
resource-intensive reverse mapping operations required by the decryption of the EC-ElGamal cryptosystem.
Girao et al. [33] explore the requirement to store
encrypted and aggregated data in WSNs. They
proposed a tiny persistent encrypted data storage
(tinyPEDS) using the CMT cryptosystem [30] and
the EC-ElGamal cryptosystem [67]. Due to the
resource-constrained nature of WSNs, they used
different security primitives for data storage and
data transmission. Elliptic curve based ElGamal
cryptosystem does not store any private key(s) at
sensor nodes while CMT cryptosystem requires to
store the secret key(s) at each sensor nodes. Hence,
if data are encrypted using CMT cryptosystem and
stored at the same node, it can be decrypted using
the same key(s). Such a key storage can be a major weakness for physically vulnerable sensor nodes.
Nevertheless, if data are encrypted and stored using
the EC-ElGamal cryptosystem, they cannot be decrypted without having the private key(s). In addition, the private key of the EC-ElGamal cryptosystem is only available at the base station. Hence,
data stored using the EC-ElGamal cryptosystem
remains secure at sensor nodes. For data transmission, tinyPEDS employs a bandwidth efficient
CMT cryptosystem.
Ugus et al. [118] analyzed the performance of
the EC-ElGamal cryptosystem [67] using the MICAz mote [8] for tinyPEDS [33]. They described
the software architecture of the EC-ElGamal cryptosystem in three layers. They are as follows: (1)
Finite field arithmetic - comprises operations re-

• There is no efficient way to map plaintext values to elliptic curve points. In addition, the
mapping function needs to be deterministic
such that it can uniquely associate each plaintext value to an elliptic curve point, and vice
versa. Moreover, the mapping function needs
to be homomorphic such that aggregated plaintext values can be uniquely mapped to the
corresponding elliptic curve points representing aggregated ciphertexts. The deterministic
and homomorphic mapping function ensures
that the aggregation of elliptic curve points always yields an elliptic curve point in such a
way that the resultant point can be mapped
back to the corresponding aggregated plaintext
value. The mapping function that transforms
the plaintext values to corresponding elliptic
curve points needs to be independent from the
encryption and decryption operations of the
EC-ElGamal cryptosystem.
The mapping function [31] that transforms the
plaintext values to corresponding elliptic curve
points, and vice versa, has to meet the following
requirement.
map(m1 + m2 ) = map(m1 ) + map(m2 )
∀m1 , m2 ∈ Fp
The mapping function map can be defined as follows:
map : m → m · G

Here, m ∈ Fp and G ∈ E(Fp )

The mapping function adopted by Ugus et al. [118],
Lin et al. [119], and Mykletun et al. [31] supports concealed data aggregation in WSNs. The
mapping function ensures the additive privacy homomorphism supported by the EC-ElGamal cryptosystem.
rmap : m·G → m

Here, m ∈ Fp and G ∈ E(Fp )

The reverse mapping function can be constructed
by Pollard ρ or Pollard λ method [119]. The reverse
mapping function is based on brute-force techniques
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lated to the finite fields such as modular addition,
modular subtraction, and modular multiplication
(2) Elliptic curve arithmetic - contains elliptic curve
arithmetic operations such as point addition, point
doubling, and point multiplication (3) Application
level - the actual logic of the EC-ElGamal cryptosystem. They made several design decisions for
efficient implementation of the EC-ElGamal cryptosystem. Authors analyze the performance of ECElGamal cryptosystem under a prime field, Fp , and
a binary field, F2n . The use of a binary field
arithmetic increases the code size, and it requires
more memory accesses as compared to the prime
field arithmetic. In addition, the scalar multiplication in a binary field is not adequately supported
by standard microprocessors used by sensor nodes
[8, 9, 87]. Hence, the choice of a prime field, Fp , improves the performance as compared to the binary
field, F2n . In addition, Ugus et al. evaluated the
impact of different coordinate systems (e.g., Affine,
Projective, Jacobian, Chudnovsky-Jacobian, modified Jacobian, and mixed coordinate system [34])
on the performance. As shown in Gura et al. [106],
85% of the total execution time is spent on the
multi-precision multiplication when performed on
the MICAZ mote [8]. Therefore, Authors [118] analyzed different techniques for multi-precision multiplication and suggested a hybrid multiplication
method [106]. The hybrid multiplication method
requires a very few registers and memory access operations. In addition, Montgomery reduction, Barrett reduction, and the pseudo-Mersenne prime reduction are analyzed to select the modular reduction technique for improving the performance on
resource-constrained devices. The analysis shows
the viability of pseudo-Mersenne prime reduction
for improving the performance in WSNs. One of
the crucial operations in elliptic curve cryptosystem is the scalar point multiplication. Ugus et al.
[34] evaluated the left-to-right and right-to-left binary methods [120] used for scalar point multiplication and suggested that the left-to-right method
is superior due to its lower storage requirements.
Albath et al. [45] adopted the EC-ElGamal cryptosystem for privacy protection and a variant of elliptic curve digital signature algorithm for integrity
preservation in the CDA protocols. In addition,
Sun et al. [40, 54] used the EC-ElGamal cryptosystem [67] and Boneh et al.’s digital signature
algorithm [121] for privacy protection and integrity
preservation in WSNs. The algorithms proposed for
privacy protection and integrity preservation sup-

port homomorphic operations over encrypted data
and digital signatures respectively. The aggregation
of data, as well as signatures, ensure that the communication overhead at each cluster head remains
constant. One of the limitations of additive aggregation is that the original data cannot be verified at
the base station. However, Sun et al. suggested a
technique based on the concatenation of encrypted
data and the aggregation of digital signatures for integrity verification at the base station. As shown in
Sun et al. [40, 54], the base station can securely recover the original sensed information rather than an
aggregated result. However, due to excessive communication cost involved with transmitting unaggregated data, the same recoverability property can
become a weakness for resource-constrained WSNs.
Although privacy homomorphism has been frequently used to provide additive aggregation of ciphertexts, it is scarcely used to provide the support for various other operations such as median,
minimum, and maximum. Lin et al. [119] proposed a novel sorting scheme using the EC-ElGamal
cryptosystem. The proposed concealed data sorting
scheme performs the comparison operations over
encrypted data. In addition, it supports the operations, such as medium, minimum, and maximum,
over encrypted data.
6.2.5. Elliptic curve Boneh’s cryptosystem
Boneh et al. [122] defined an additive homomorphic cryptosystem over an elliptic curve group,
G. The cryptosystem is based on finite groups of
composite order with support for a bilinear map.
Boneh et al.’s cryptosystem can support arbitrary
addition operations and a single multiplication operation over encrypted data. Security of Boneh et
al.’s cryptosystem is based on an intractability of
the subgroup decision problem. The cryptosystem
is semantically secure if given a group element x
of composite order n = pq for distinct odd primes
p and q, it is infeasible to decide whether a group
element x ∈ n belongs to a subgroup of order p or
not.
Bahi et al. [48] proposed an end-to-end secure
data aggregation protocol for privacy preservation
in WSNs. Authors [48, 49] used Boneh et al.’s cryptosystem to support arbitrary addition operations
and one multiplication operation over encrypted
data.
The integrity protecting hierarchical CDA protocol [51] employs Boneh et al.’s cryptosystem for
privacy preservation at intermediate nodes. The
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[124, 125]. Moreover, the state-of-the-art sensor
nodes [8, 9] are capable of sensing various phenomena such as humidity, temperature, pressure, acceleration, magnetization, etc. Lin et al.’s protocol
allows the base station to extract application specific data from the aggregated ciphertexts. In addition, to avoid an unauthorized aggregation, Lin
et al. provide a secure technique for counting the
exact number of ciphertexts used to produce the
aggregated results.
Zhou et al. [61] adopted Boneh et al.’s cryptosystem for secure and enhanced data aggregation
in WSNs. They adopted an aggregation tree disjoint method for dividing the tree into a number
of sub-trees and applying different public keys for
encrypting the data of each sub-tree. The data collected from different sub-trees ensure the integrity
preservation while achieving the privacy protection
of sensor readings. Nevertheless, the deployment
of redundant sub-trees for integrity verification increases the overall deployment cost.
One of the inherent limitations associated with
Boneh et al.’s cryptosystem is that the use of bilinear pairing increases the computation cost compared to the conventional elliptic curve based cryptosystems such the EC-ElGamal cryptosystem [67],
elliptic curve Paillier cryptosystems [71], etc.

Elliptic Curve Boneh’s Cryptosystem [122]
Key Generation K:
1. Given a security parameter τ ∈ Z+
2. Choose two random τ -bit primes p and q
3. Compute n = p ∗ q ∈ Z
4. Generate two cyclic groups G and G1 of finite order n
5. e : G × G → G1 is a bilinear map
R

6. Randomly choose two generators, g, u ← G
7. Set h = uq
Encryption E:
1. A plaintext, m < q and a random integer
R
r ← Zn
2. A ciphertext, c = g m · hr ∈ G
Ciphertexts Aggregation A:
1. Given c1 = E(m1 ) and c2 = E(m2 )
2. Compute an aggregated ciphertext, c = c1 ∗
c2 ∗ hr . Choose r randomly from Zn . Here,
c = E(m1 + m2 )
Decryption D:
1. Decrypt the ciphertext, D(c), cp = (g m ·
hr )p = (g p )m

6.2.6. Summary of asymmetric-key based cryptosystems
In Table 2, we compare asymmetric-key based
cryptosystems including those based on elliptic
curve cryptography. Table 2 provides the information about the underlying mathematical assumptions, homomorphic operations, and message expansion ratio of various asymmetric-key based cryptosystems.
As shown in Table 2, we evaluate cryptosystems
that support additive and multiplicative privacy
homomorphism. The RSA cryptosystem [90] and
the ElGamal cryptosystem [91] has a least message
expansion as compared to other asymmetric-key
based cryptosystems. However, due to the need for
additive data aggregation, they are not viable for
WSNs applications. Although elliptic curve based
cryptosystems achieve the same level of security
with reduced parameter sizes, the fact only applies
to the cryptosystems that are based on the prime
field Fp . If the cryptosystems are defined over elliptic curve rings Zn for two large and distinct primes p
and q, they require the parameters to be equivalent
to the RSA cryptosystem for an equivalent security

2. Let gb = g p . Compute the discrete log of
cp base gb to recover a plaintext m

protocol partitions the network into multiple regions and encrypts each region’s data with a publickey unique to that region. In addition, the protocol achieves integrity assurance using the aggregate
MAC algorithm [23, 123]. Aggregate MAC aggregates (X-OR) the MAC tags and produces a MAC
tag that is used for verifying the integrity of packets
on which the MACs are generated. The essential
difference between the aggregate MAC algorithm
and the homomorphic MAC algorithm [76] is that
an aggregate MAC tag needs the original data packets on which corresponding MACs are generated.
However, a homomorphic MAC tag can verify the
integrity of an aggregated data packet without the
need for original data packets.
Lin et al. [56] proposed a secure data aggregation protocol for multi-application environments.
A single network deployment for multiple applications can significantly improve network utilization
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Table 2. Comparison of Asymmetric-key Based Homomorphic Cryptosystems

Cryptosystem
RSA [90]
Goldwasser Micali
[92]
Okamoto
Uchiyama [68]
Paillier [70]
Naccache Stern [69]
ElGamal [91]
EC Naccache Stern
[71]
EC Okamoto
Uchiyama [71]
EC-Paillier [71]
EC-ElGamal [67]
EC-Boneh [122]

Security
Assumption(s)
Integer Factorization &
RSA Problem
Quadratic Residuosity
Problem
Integer Factorization and
p-subgroup
Composite Residuosity
Problem
Higher Residuosity
Problem
Discrete Logarithms and
Diffie-Hellman
ECDLP & High-Degree
Residuosity
ECDLP & p-residuosity
over the Ring Zp2 q
ECDLP & Residuosity
Classes over En2
Elliptic Curve Discrete
Log Problem
Subgroup Decision
Problem

n - The size of ciphertext space such that the factorization of n is hard.
⊕ - Homomorphic addition of ciphertexts
⊗c - Homomorphic multiplication with a known constant
r - A bound on message size for efficient discrete
logarithm computations.

Homomorphic
Operation(s)

Message
Expansion

⊗

1

X-OR

n

⊕

⊗c

3

⊕

⊗c

n

⊕

⊗c

≥4

⊗

2
n
σ
n

⊕

⊗c

⊕

⊗c

⊕

⊗c

n

⊕

⊗c

2 (+ 2-bit)

2k−1

n
r
⊗ - Homomorphic multiplication of ciphertexts
⊕

⊗c ⊗ (once)

- Homomorphic subtraction of ciphertexts
r - A bound on message size for efficient discrete
logarithm computations.
σ - A product of the chosen B-smooth integers u and
v.

level. In Table 2, the EC-ElGamal cryptosystem
[67] is the only cryptosystem that is defined over
a finite field Fp and require only 160-bit parameter
sizes to achieve the equivalent security as compared
to the 1024-bit RSA cryptosystem.

readings. In addition, privacy homomorphism used
to protect against passive adversaries makes sensor
readings more vulnerable to active adversaries. The
privacy homomorphism not only allows genuine aggregator nodes but also allows malicious adversaries
to manipulate encrypted data. Hence, hop-by-hop
integrity verification is insufficient for end-to-end
secure data aggregation protocols. The malicious
intermediate nodes, as well as their ability to perform en route aggregation of data packets, necessitate integrity verification in end-to-end secure data
aggregation. End-to-end secure data aggregation
protocols require the integrity verification at intermediate nodes as well as at the base station. An

7. Integrity protection with in-network data
aggregation
Hop-by-hop secure data aggregation protocols
[15, 16] provide the integrity verification in a hop
by hop manner. However, in data aggregation scenarios, the representation of original sensor readings changes due to en route aggregation of sensor
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end-to-end integrity verification enables the base
station to verify the correctness of the aggregated
sensor readings.
The problem of an end-to-end integrity verification, while supporting en route encrypted data processing requires the fulfillment of the following conditions.

addition operations over elliptic curves to aggregate
signatures. In CDA scenarios, signature generation
and aggregation operation are to be performed on
the sensor nodes. For signature verification, 3 pairing computations, 1 point multiplication, 2n − 1
point additions, and n scalar multiplication over
elliptic curves are required. Here, n is the total
number of signatures required to be aggregated. In
CDA scenarios, the verification is performed by the
base station, and it is assumed to be a resourcerich device capable enough to execute the abovementioned operations.

• Integrity verification of original sensor readings
at intermediate nodes.
• Integrity verification of previously aggregated
sensor readings at intermediate nodes.

Identity-Based Aggregate Signature [127]

• Integrity verification of aggregated sensor readings at the base station.

Setup:
• Given groups G1 and G2 of prime order q
and an admissible pairing ê : G1 ×G1 → G2 :

• Verifying the correctness of aggregated sensor
readings at the base station. (It ensures that
the aggregated data is a correct representation
of the original sensor readings.)

• Randomly select P ∈ G1 , s ∈ Z/qZ and
compute Q = sP
• Let hash functions H1 , H2 : {0, 1}∗ → G1
and H3 : {0, 1}∗ → Z/qZ

The fulfillment of the above-mentioned conditions ensures the detection of malicious data packets nearer to their sources. In addition, it improves
the energy utilization and security in WSNs. In
this section, we discuss the mechanisms used for
integrity preservation in end-to-end secure data aggregation scenarios. Due to space constraints, we
omit the discussion of conventional integrity preserving mechanisms such as hash functions, digital signatures, and MACs, and their applications in
WSNs. However, interested readers are referred to
the article of Simplicio Jr [126] for more discussion
on the applications of conventional integrity preservation mechanisms in WSNs.

• A node IDi receives from the base station
the values of sPi,j for j ∈ {0, 1}, where
Pi,j = H1 (IDi,j ) ∈ G1 .
Generation: Each node with identity, IDi , signs
a message, mi , as follows:
1. Computes Pw = H2 (w) ∈ G1 , here w is a
unique string.
2. Computes ci = H3 (mi , IDi , w) ∈ Z/qZ
3. Generates a random number ri ∈ Z/qZ
4. Computes a signature, (w, Si0 , Ti0 ). Here,
Si0 = ri Pw + sPi,0 + ci sPi,1 and Ti0 = ri P .
Aggregation: Given signatures, (w, s0i , Ti0 ) for
1 ≤ i ≤ n, do:
Pn
• Compute Sn = i=1 Si0
Pn
• Compute Tn = i=1 Ti0

7.1. Identity-based aggregate signature
An identity-based aggregate signature [127] is a
special class of digital signature that aggregates
multiple signatures to produce a compact signature.
The aggregate signature scheme can combine the
signatures produced by different signers over different messages. An identity-based aggregate signature reduces the total information required for
verifying the signed message. In an identity-based
aggregate signature, a verifier does not need to obtain/store the public keys of the signers; instead, a
verifier needs a short description of who signed what
and two constant-length tags. The aggregate signature scheme is efficient and requires only 4 scalar
multiplications and 2 point additions over elliptic
curves to generate a signature, and only 2 point

• Here, aggregated signature is (w, Sn , Tn )
Verif ication: Given the identity-based aggregate signature, verify:
Pn
1. ê(S
Pnn , P ) = ê(Tn , Pw )ê(Q, i=1 Pi,0 +
i=1 ci Pi,1 ). Here, Pi,j = H1 (IDi , j), Pw =
H2 (w) and ci = H3 (mi , IDi , w)
Sun et al. [40, 54] adopted the EC-ElGamal cryptosystem [31, 67] and Boneh et al.’s aggregate signature scheme [121] for privacy protection and in21

tegrity preservation in WSNs. Their recoverable
CDA protocols [40, 54] concatenate the encrypted
data at aggregator nodes, instead of performing the
lossy data aggregation like other CDA protocols
[29, 31, 42]. At aggregator nodes, data, as well
as their corresponding signatures, are aggregated
before forwarding them toward the base station.
Although, the signature size in Boneh et al.’s signature scheme [121] is compact, the total information needed to verify the signature is not necessarily
compact. The objective of Gentry et al.’s aggregate
signature [127] is to reduce the total information required for signature verification.
Li et al. [46] introduce a way for preserving
integrity using the combination of homomorphic
hashing [74] and identity-based aggregate signature [127]. The identity-based aggregate signature scheme enables all intermediate nodes to verify the integrity of the raw hash values, as well as
the integrity of aggregated messages. The similar approach using homomorphic hashing [74] and
identity-based aggregate signature [127] is proposed
by Niu et al. [128] for integrity preservation in a
lossy data aggregation scenario of WSNs. Authors
used an identity-based aggregate signature scheme
for producing a single signature that verifies the
authenticity of different hash tags produced by different sensor nodes.

Homomorphic Hash Function [74]
Setup:
• Let G be a cyclic group of order p and the
public parameters include the description of
G and generators g1 , g2 , · · · gn ∈ G.
Generation:
• A hash function H on message m =
(m1 , m2 , · · · mn ) ∈ Zpn is defined as follows:
H(m) =

n
Y

gimi

i=1

Aggregation:
• Given H(m1 ) and H(m2 ),
H(m1 + m2 ) = H(m1 )H(m2 ).

compute,

Verif ication:
• P
Given an aggregated message m =
j
i=1 (wj mi ) and j-pairs of (hi , wi ), verify:
j
Y

?

i
hw
i = H(m)

i=1

the presence of malicious adversaries, authors combined the homomorphic hashing with an aggregate
MAC algorithm [123]. In the proposed approach,
every node shares a unique key with the base station for integrity verification at the base station.
Niu et al. [128] proposed a secure identity-based
data aggregation using a homomorphic hash function [74] and an identity based aggregate signature
[127]. The proposed approach enables every node
in the network to share a unique key with the base
station. The distinct keys improve the security of
the aggregated data. A hash function is used to
generate a hash tag over the raw data while an aggregate signature is used to sign the hash values. A
homomorphic hash tag, as well as its aggregate signature, are appended to the data before forwarding
the packet towards intermediate nodes.

7.2. Homomorphic hash functions
Krohn et al. [74] describe a collision-resistant
homomorphic hash function. The hash function is
provably secure under the discrete-log assumption.
In addition, it satisfies the following two conditions:
• Collision Resistance - Given vectors m1 , m2 ,
m3 for which H(m3 ) = H(m1 )w1 H(m2 )w2 ,
then there must be m3 = w1 m1 + w2 m2 .
• Privacy Homomorphism: Given messages m1 ,
m2 , and scalars w1 , w2 , the hash function can compute, H(w1 m1 + w2 m2 ) =
H(m1 )w1 H(m2 )w2 . 1
Li et al. [46] proposed three secure data aggregation protocols that ensure integrity using different
homomorphic primitives such as homomorphic hash
function [74], homomorphic digital signature [127],
and homomorphic MAC [76]. As the hash function alone cannot ensure integrity preservation in

7.3. Homomorphic message authentication codes
Although homomorphic digital signatures can
verify the integrity while allowing en route aggregation, they are too slow for per packet integrity
verification [76]. In addition, the overhead (computation and communication) associated with digital signatures is enormous for per-packet integrity

1 The homomorphic equation is equivalent to H(w m +
1 1
w2 m2 ) = w1 H(m1 ) + w2 H(m2 ).
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verification [106]. Therefore, Peter et al. [36] discuss the need for additive homomorphic MACs such
that, M AC(a+b) = M AC(b)+M AC(b). Although
malleability is an undesirable property for conventional MAC algorithms, encrypted data processing
at intermediate nodes and the need for verifying the
encrypted packets before processing them, make a
controlled malleability a necessary requirement for
the CDA protocols. Although authors [36] discuss
the need for homomorphic MAC, the design and development of homomorphic MAC remains an open
research issue until the first homomorphic MAC
construction proposed by Agrawal et al. [76].
Agrawal et al. [76] proposed a homomorphic
MAC algorithm for verifying the integrity of network coded systems [129]. In network coded systems, data are processed en route in the same way
as it is being processed in in-network processing.
In the homomorphic MAC algorithm, given pairs
of the vector and tag, (v1 , t1 ) and (v2 , t2 ), the aggregated tag t is generated for verifying integrity
of a vector y = α1 v1 + α2 v2 for any α1 , α2 ∈ Fq .
Homomorphic MAC comprises three probabilistic,
polynomial time algorithms. They are as follows:
(1) A Generation algorithm is used to generate a
, ∀i ∈ {1, 2, · · · m}.
tag T for each vector vi ∈ Fn+m
q
Here, values of n, m, and q are fixed and remain
the same for all nodes. (2) An Aggregation algorithm is used to generate a homomorphic MAC tag
T . (3) A Verif ication algorithm is used to verify the integrity of the aggregated vectors using the
aggregated MAC tag T . The details of relevant
correctness proofs and security proofs of the homomorphic MAC algorithm can be found in Agrawal
et al. [76].
The CDA protocols utilize the malleability property of different cryptosystems for processing encrypted data. However, the same malleability property is exploited by the adversaries for falsifying the
aggregated sensor readings. Li et al. [46] adopted
the homomorphic MAC algorithm [76] for integrity
preservation in network coded WSNs. However,
the symmetric-key based homomorphic MAC algorithm [76] shares a secret key between leaf nodes
and the base station. Hence, if leaf nodes are not
tamper-proof, compromising a single node may reveal the stored secret key and affects the overall
security.
Westhoff et al. [57] combine a homomorphic
MAC algorithm [76] with a homomorphic encryption algorithm [67] to provide the malleability resilient (premium) concealed data aggregation (MR-

Homomorphic MAC [76]
Setup:
• Given a pseudo random generator G : KG →
Fn+m
and a pseudo random function F :
q
KF × (I × [m]) → Fq .
• Let k1 ∈ KG and k2 ∈ KF are the keys used
for the MAC construction.
Generation:
• Given ith basis vector v ∈ Fn+m
and a key
q
pair k = (k1 , k2 ) do:
1. u ← G(k1 ) ∈ Fqn+m
2. b ← F (k2 , (id, i)) ∈ Fq
3. T ← (u · v) + b ∈ Fq
Here, T ∈ Fq is a MAC tag.
Aggregation:
• Given (v1 , t1 , α1 ), . . ., (vm , tm , αm ), compute,
m
X
αj Tj ∈ Fq
T ←
j=1

Verif ication:
• Given a secret key k = (k1 , k2 ) and y =
(y1 , · · · , yn+m ) ∈ Fqn+m , verify a tag T as
follows.
and a ← (u·y) ∈ Fq
– u ← G(k1 ) ∈ Fn+m
q
Pm
– b ← i=1 [yn+i · F (k2 , (id, i))] ∈ Fq
– If a + b = T then output 1; otherwise
output 0

P-CDA). As shown by Westhoff et al. [57], the
difference between a homomorphic MAC algorithm
[76] and an aggregate authentication scheme [42]
is in the key management. The secret key, k
= (k1 , k2 ), in a homomorphic MAC algorithm, is
shared between leaf nodes and the base station.
However, in aggregate authentication [42], the key
k1 is shared across all nodes and the base station.
The second key k2 = f (i), ∀i ∈ (1, 2, · · · n), is
unique to the node i and shared only with the base
station. In addition, aggregate authentication uses
the key k1 to generate valid authentication tags for
the messages. Therefore, the aggregate authentication approach is only secure against external adversaries to whom the key k1 is unknown. Westhoff et
al.’s MR-P-CDA protocol [57] can only be secure
against only outsider adversaries. In addition, the
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MR-P-CDA protocol remains vulnerable to unauthorized aggregation by active insider adversaries.
Zhou et al. [60] proposed a secure data aggregation protocol for ensuring privacy and integrity of sensor readings. Their protocol adopts
a symmetric-key based homomorphic cryptosystem
[43] and a homomorphic MAC algorithm [76] for
protecting the privacy and integrity of sensor readings. However, any symmetric-key based cryptosystem either requires a key to be shared across all
nodes, such as Domingo-Ferrer’s cryptosystem [72],
Peter et al.’s cryptosystem [36], and Aldar C-F.
Chan’s cryptosystem [43], or requires a unique key
for each sensor node such as Castelluccia et al.’s
cryptosystem [30, 42]. As Zhou et al.’s protocol [60]
adopts Aldar C-F. Chan’s cryptosystem [43], a single malicious node can decrypt the data encrypted
by any other node in the network. In addition, the
same key can be used to generate malicious data
packets.
Parmar et al. [59] proposed a malleability resilient concealed data aggregation (MR-CDA) protocol for ensuring privacy and integrity of sensor readings against insider and outsider adversaries. The protocol ensures the privacy and integrity of sensor readings using homomorphic primitives, namely, a homomorphic encryption proposed
by Koblitz et al. [67] and a homomorphic MAC
proposed by Agrawal et al. [76]. Authors use a
non-malleable symmetric-key based cryptosystem
(AES, RC5, etc.) for layer-wise integrity protection. Parmar et al. [62] extended their protocol to incorporate replay protection against insider
and outsider adversaries. The use of homomorphic
primitives and a pair-wise keying mechanism ensure the protection against active and passive adversaries.
Apavatjrut et al. [130] and Izawa et al. [77] provided integrity protection using the universal hash
functions [131]. They considered the universal hash
functions having support for X-OR privacy homomorphism. As the hash function cannot ensure integrity preservation in the presence of malicious adversaries, its output needs to be processed before
using it for message authentication.

is based on the well-known security requirements of
WSNs’ applications. In addition, we consider innetwork data aggregation for the comparison due
to its significant impact on the security attributes
of different protocols.
As shown in Table 3, data aggregation has a significant impact on the security attributes such as
privacy, integrity, and freshness of sensor readings.
Although the state-of-the-art concealed data aggregation protocols ensure the confidentiality and
privacy of sensor readings, integrity, and freshness
preserving solutions are considered as a formidable
challenge. Active insider and outsider adversaries
and the lack of physical security make encrypted
data processing vulnerable to a wide variety of attacks towards data integrity and data freshness.
Table 3 highlights the fact that although there exist solutions for hop-by-hop message authentication
and end-to-end message authentication, very few
protocols target both these objectives together. In
addition, the conflicting requirements of in-network
data aggregation and freshness preserving solutions
make it formidable to achieve them together. As
shown in Table 3, the comparison of secure data
aggregation protocols suggests a need for alternative solutions that achieve the essential security attributes together in resource-constrained WSNs.
9. Open research issues and future research
directions
In this article, we discuss the state-of-the-art concealed data aggregation protocols in wireless sensor
networks. Although we discuss the impact of innetwork data aggregation on security features and
present their corresponding solutions for mitigating
the security vulnerabilities, there are still open research issues that need to be considered for ensuring
security in concealed data aggregation protocols.
Although privacy homomorphism ensures the
privacy and confidentiality of sensor readings, it
negatively affects other security attributes such as
data integrity and data freshness. The encrypted
data processing at intermediate nodes makes data
integrity verification and data freshness verification challenging. The verification of data integrity
and data freshness requires the raw sensor readings for verification while the privacy preservation
requires the encrypted data at intermediate nodes.
Although the conflicting objectives such as privacy
preservation and integrity verification or freshness
verification have been considered in concealed data

8. Comparison of secure data aggregation
protocols
In this section, we compare the secure data aggregation protocols for measuring their security
strengths. As shown in Table 3, the comparison
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Table 3. Comparison of Secure Data Aggregation Protocols

Protocol
Perrig et al. [80]
Girao et al. [29]
Castelluccia et al. [30]
Westhoff et al. [32]
Mykletun et al. [31]
Luk et al. [132]
Ugus [34]
Ozdemir [35]
Peter et al. [36]
Girao et al. [33]
Mlaih et al. [41]
Armknecht et al. [39]
Sun et al. [40]
Di Pietro al. [44]
Castelluccia et al. [42]
Apavatjrut et al. [130]
Wang et al. [52]
Ozdemir et al. [51]
Sicari et al. [55]
Izawa et al. [77]
Lin et al. [56]
Westhoff et al. [57]
Parmar et al. [59]
Zhou et al. [60]
Parmar et al. [62]

Agg.

Conf.

Privacy

HH-MA

EE-MA

Replay

×
X
X
X
X
×
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
×
X
X
X
×
X
X
X
X
X

×
X
X
X
X
×
X
X
X
X
X
X
X
X
X
×
X
X
X
×
X
X
X
X
X

X
×
×
×
×
X
×
×
×
×
X
×
×
×
X
×
×
×
X
×
×
×
X
×
X

×
×
×
×
×
×
×
×
×
×
×
×
X
×
×
X
×
X
×
X
×
X
X
X
X

X
×
×
×
×
X
×
×
×
×
×
×
×
×
×
×
×
×
×
×
×
×
×
×
X

Agg. - En Route (Data) Aggregation
Privacy - Privacy at Intermediate Nodes
EE-MA - End-to-End Message Authentication

Conf. - Confidentiality
HH-MA - Hop-by-Hop Message Authentication
Replay - Replay Protection

aggregation protocols, the corresponding solutions
provide either hop-by-hop integrity and freshness
verification or introduce heavy energy consumptions. In addition, the conventional mechanisms
used for integrity verification either provide hopby-hop integrity verification or provide end-to-end
integrity verification. However, data-centric networks such as WSNs require the integrity verification at intermediate nodes as well as at the base
station. Hence, the development of a mechanism
that simultaneously provides integrity verification
at intermediate nodes as well as at the base station
is an interesting research issue.

sensor readings as well as aggregated sensor readings, in the presence of insider and outsider adversaries, also poses unique challenges for concealed data aggregation protocols. The conventional mechanisms used for ensuring data freshness
are not viable in concealed data aggregation scenario. The threat of insider adversaries and their
ability to process the encrypted data make freshness
verification a formidable research issue. As shown
in Table 3, a limited number of concealed data aggregation protocols ensure these conflicting security
objectives together. The development of concealed
data protocols that simultaneously realize the conflicting security objectives such as privacy, integrity,

The need for verifying the freshness of encrypted
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and freshness is still an open research area.
Along with the desired security objectives, the
key management also provides ample research opportunities. The hop-by-hop secure data aggregation protocols only consider outsider adversaries,
while the concealed data aggregation protocols
consider insider and outsider adversaries together.
Therefore, the conventional key management solutions used to provide hop-by-hop secure data aggregation are not viable for concealed data aggregation
scenarios. The distribution and storage of secret
keys considering the presence of active insider adversaries pose newer challenges.
In addition, as the concealed data aggregation
protocols rely on the privacy homomorphism for
encrypted data processing, there is a need to develop fully homomorphic algorithms (encryption algorithms, MACs, digital signatures) that support
full arithmetic operations over encrypted data. Although concealed data aggregation protocols consider additive homomorphism, support for other
homomorphic operations increases the viability of
CDA protocols in real-world application scenarios.

identifying the algorithms that consume fewer computation and communication resources. The comparison based on different security attributes, such
as privacy, integrity, and freshness help in identifying the alternative protocols that satisfy the demand of real-world applications with high-end security requirements. In addition, the extensive analysis of the state-of-the-art concealed data aggregation protocols ensures a trade-off between security
and resource overhead in WSNs. Although the privacy issue has been widely explored and evaluated,
the lack of integrity and freshness protecting mechanisms can provide abundant research opportunities. In addition, the security solutions proposed in
the area of concealed data aggregation may further
help the research in closely related areas such as
network coding and cloud computing. The possible
solutions to the highlighted open research issues can
narrow the gap between theoretical research and
real-world application scenarios.
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10. Conclusion
The comprehensive survey of the state-of-theart concealed data aggregation protocols provides
a framework for understanding the existing literature. The survey analyzes the impact of in-network
data aggregation on vital security objectives such as
privacy, integrity, and freshness of sensor readings.
The survey explores the range of privacy preservation techniques with different keying mechanisms
(symmetric or asymmetric) to analyze the impact
of key size on resource-constrained devices. One
of the major ingredients of all the techniques used
for privacy preservation in concealed data aggregation is privacy homomorphism. We outline the
techniques that provide integrity preservation and
replay protection while performing encrypted data
processing. Furthermore, techniques that provide
concatenation and classification of encrypted sensor
readings and encrypted data searching have been
explored to analyze their impact on the domain of
concealed data aggregation.
We comparatively evaluate the performance of
concealed data aggregation protocols using different metrics such as keying mechanisms, security
attributes, and well-known cryptographic attacks.
The comparison of concealed data aggregation protocols, having different keying mechanisms, helps in
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